Hpunoxenue Ne2. Undopmannonnas namMarka JJasi 00y4HalOUUXcs A8 pa3Melielus Ha
opuunanbHbIX UHTEpHET-pEcypcax

C KaXapIM roJIoM MOJIOJEXKH B HHTEPHETE CTAHOBHTHCS OOJIBINE, 8 IIKOJNBHUKH ©JHH H3
CaMbIX AaKTMBHBIX Mojb30oBareiell Pynera. Mexay TeM, NOMHMO OrPOMHOTO KOJIMYECTBA
BO3MOXXHOCTEH, HHTEPHET HECET H NpobJieMbl. JTa MamsaTKa JODKHA noMmoup Tebe Ge3zomnacHo
HaXOJUTHCH B CETH. '

Komnvrlomepnvie eupycer

KoMnbIOTEpHEIR ~ BHPYC — 3TO  pa3sHOBHIAHOCTb  KOMIIBIOTEPHBIX  IIPOTpPaMM,
OTJIMYUTENbHOH OCOOEHHOCTBIO KOTOpPOH SBIAETCS CHOCODHOCTH K pasMHOXCHMIO. B
JIOTIOJTHEHHE K 3TOMY, BUPYCBHI MOI'YT IOBPEJHTH HJIM IIOJIHOCTHIO YHHYTOXHTH BCe Gainnl u
JIaHHEIE, MTOJKOHTPOJBHBIE MONB30BATENI0, OT UMEHH KOTOporo Oblla 3amylicHa 3apa>kéHHas
IIporpamMma, a TaKKe IMOBpPEAUTh WIH JaXe YHHYTOXHUTH ONEPAIMOHHYIO CHUCTEMY CO BCEMH
¢aitnamu B nesoM. B OONBIIKHHCTBE CilydaeB paclpoOCTPaHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTonp! 3aIIUTEL OT BPEJIOHOCHBIX IIPOTPaMM:

1. Hcnonp3y#t coBpeMeHHBIE ONEPallMOHHBIC CHCTEMBI, UMEIOLIHE CEpPhE3HEIH YPOBEHD
3aIUTHl OT BPEIOHOCHBIX IIPOrpamM;

2. TlocrosuHo ycraHaBnuBaif mauTH (UHGPOBHIE 3aIUIATKH, KOTOPHIE aBTOMATMYECKH
YCTaHABIMBAIOTCS C LENbI0 AOpabTKU IporpaMMBbl) U IOpyrue OOHOBJICHHS CBOEH
ornepaloHHOH cucreMbl. CkauyuBaii UX TOJNBKO ¢ OQUIHATEHOrO caliTa paspaboTynka
OC. Ecnu cyniecTByeT peXHM aBTOMaTHYECKOro OOHOBIEHUS, BKJIIOYH €r0;

3. Pabotaii Ha CBOEM KOMIIBIOTEPE NOJ NpaBaMH I10JIb30BaTeNs, a HE aAMHHHCTPATopa.
OTO0 HEe MNO3BOJUT OOJBIDMHCTBY BPEJOHOCHBIX NPOrpaMM HHCTAJUIHPOBATHCH Ha
TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE; '

4. Vicmone3yii aHTHBHUPYCHBIE IPOrPAMMHBIE IIPOJYKTH H3BECTHBIX IPOM3BOAUTENEH, C

apToMaTHuecKUM oOHOBNEeHHEM 0as3;

Orpanuyp ¢u3nyeckuil JOCTYI K KOMIIBLIOTEPY LISl IOCTOPOHHMX JIHLI;

6. Hcnone3yi BHelIHUE HOCHTENM HHOpMaLuy, Takie Kak ¢uiemmka, JUCK Wi ¢aiir u3
HHTEpHETA, TOJIBKO U3 IPO(PEepPEHHBIX HCTOYHHKOB;

7. He otkpreiBaif KoMnbloTepHBIE (aiiNbl, MONYyYSHHBIE U3 HEHANEKHBIX HCTOYHHKOB.
Jaxxe Te alinpl, KoTopble Mpucian TBoH 3HakoMbIi. Jlydine yTOYHH y Hero,
OTIIPaBJISLI JIN OH TeOe HX. :

hd

Cemu WI-FI

Wi-Fi - 5T0 He BHJ| Iepenad TaHHbIX, HE TEXHOJIOTHS, a BCEro JIUIIEL OpeH, Mapka. Eme
B 1991 roay HmaepnaHmckas KoMmmaHus 3aperucrpuposana Opennx « WECA», uyto 0603Hagao
cioBocodeTanue « Wireless Fidelity», KoTopblif mepeBoAUTCS Kak «OECHPOBOAHAS TOUHOCTEY.

Jo namero BpemeHm noumuia npyras abbpeBuaTrypa, KOTOpas SBISETCH TaKOH e
Texnosoruei. 9to abbpepuarypa «Wi-Fi». Takoe Ha3BaHHe OBUIO JAHO C HAMEKOM Ha CTAHIAPT
BhIcIIMHM 3ByKoBOU TexHuku Hi-Fi, yTo B mepeBojie 03HaUaeT «BHICOKAsS TOYHOCTHY.

Ja, OGecninatHplii HHTEPHET-AOCTYI B Kade, OTENIX H adporopTax ABIIETCS OTIMYHOU
BO3MOXXHOCTBIO BBIXOJA B MHTEpHET. HO MHOIrHE 3KCNepThl CUHTAIOT, YTO 00meaocTynHsie Wi-

Fi cetn He gsnsrorcs 6e301aCHBIMU,

Cogertsl o 6e3onacHocTy paboTe B 001EeNOCTYMHBIX ceTax Wi-fi:



He nepenasait cBoro JuuHyr0o HHpoOpMaimio uepe3 obmemocrynusie Wi-Fi cern.
PaGotas B HHX, XENaTeIbHO HE BBOJUTH MAPOJH AOCTYIA, JIOTHHBI M KaKHE-TO
HOMepa;

Hcnmone3yit 1 oOHOBISIH aHTHBHPYCHBIE IpOrpaMMel U OpanaMayep. TeM cameIM Tl
obe3omacuis cebs OT 3aKaYKU BHpPYca Ha TBOE YCTPOHCTBO,

[lpn wucmons3oBanun Wi-Fi orkmioun ¢yskuuio «OO0muit poctyn k daiinam u
npunrepam». JlanHas (QYHKIMA 3aKpblTa IO YMOJYaHMIO, OJHAKO HEKOTOPEHIE
MOJIH30BATENH aKTHBUPYIOT €€ IS yAo0CTBa HCNIONB30BaHUA B paboTe WK y4ebe;

He ucnonesyit nybonuunsii WI-FI ans nepefaun JAMYHBIX AaHHBIX, HalpUMeEp Iis
BBIXO/Ia B COLHANBHEIE CETH WJIH B SIEKTPOHHYIO ITOUTY;

Unone3yit Tospko 3ammuienHoe coexudenue dyepes HTTPS, a we HTTP, T.e. npum
Habope Beb-apeca BBOIU UMEHHO «https:/»;

B wmoGumsHOM Ttenedone orxmoun Qyskmumro «Ilomkmrouenme k@ Wi-Fi
aBToMarnueckny. He momyckait aBTOMaTH4eCKOr0 MOAKIIIOUEHHS YCTPOHUCTBA K CETAM
Wi-Fi 6e3 TBO€ro cornacus.

Coyuanvnvie cemu

CouuanbHble CeTH aKTHBHO BXOJSAT B HaIlly )KH3Hb, MHOTHE JIOAH pabOTAIOT M XUBYT
TaM NOCTOSHHO, a B Facebook yxe 3aperucTpupoBaH MHIUIHAp]( YEIOBEK, YTO SABJSETCSI OMHOM
CeIbMOM BCeX JKHTeNlel IUIaHeTHl. MHOTHE II0Jb30BaTeNl He MOHUMAIOT, YTo HH(pOopManus,
pasMelleHHast UMH B COIMAIBHBIX CETAX, MOXET OBITH HalileHa U HCIONB30BaHa KEM YIOJHO, B
TOM YHCIIE HE 0053aTeNbHO ¢ OIarHMH HaMEpEHHSIMH.

OCHOBHEIE COBETHI 10 6€30TaCHOCTH B COIHANIBHBIX CETAX:

1.

2.

Orpasnus cnucok Apysed. Y T1ebs B Ipy3bsiX HE HODKHO OBITh CIOYYabiHBIX H
HE3HAaKOMBIX JTIOZEH; ‘
3ammmaii cBoro yacTHyIO xH3Hb. He ykaseBait maponu, Tenedonsl, agpeca, maty
TBOETO POXAEHHSA H JPYryrOo JMYHYI0 HH(popManuio. 310yMBILUICHHHUKH MOTYT
HCIOJIb30BaTh JaXe MHPOPMAIMIO O TOM, KaK Thl M TBOH POJHTENH IUIAHHpPYyETe
IIPOBECTH KaHUKYJIBI;

3ammInai CBOIO PEIlyTalMIO - JEPXKH €€ B YUCTOTE U 3ajaBaif cebe Bonpoc: xoren Opl
TBI, YTOOBI JpYrue MoJb30BaTENM BHICIH, YTO THI 3arpyxaewms? Iloaymail, mipexie
YeM YTO-TO OIyOJIMKOBATh, HAIIMCATD U 3aTPY3UTh;

Ecnu THI roBopHIs C JIIOABMH, KOTOPHIX HE 3Haellb, HE MCIIONB3YH CBOE peaibHoe
UM U JPYTYIO JIMYHYIO HHOpMaunuM: UMS, MECTO XXHTENHCTBA, MECTO Y4eOBI M
npodee;

Usberait pasmerienus ororpaduii B UnTepHere, rae Thl H300paxkeH Ha MECTHOCTH,
IO KOTOPOX MOKHO OIIPEAEIHTH TBOE MECTOIIONIONEHUE;

Ipu perncrpanuy B COUMAIBHOM CETH HEOOXOAUMO HCIIOIB30BATh CIOXKHBIE IAPOJIH,
cocrosmue 13 OYKB ¥ U(P U C KOMHYECTBOM 3HAKOB HE MeHee §;

Jist conuanbHON CeTH, NOYTHI U APYFHX CalTOB HEOOXOMMMO MCIIOJB30BATH Pa3HbIE
napoiu. Toraa ecnu 1e€6s1 B3JIOMAIOT, TO 3JIOYMBILIIIEHHUKH MOAYYAT JOCTYII TOJIBKO
K OTHOMY MECTY, a HE BO BCE Cpa3y.

OnexmponHvle OeHbeu

ONeKTPOHHBIE JIEHBIH — 3TO OYEHb yHOOHBIA cnocod miarexed, OMHAKO CYIIECTBYIOT
MOILIEHHHKH, KOTOPHIE XOTAT IMOJIYYHTH 9TH JIESHBIH.

9JICKTp0HHI;lC JACHBI'M MNOABHJIHCH COBCEM HCAABHO M MMEHHO H3-3a 3TOI'0 BO MHOTHX
TOCyJapCTBax A0 CHX ITOP HE IIPOIIKCAHO PO HHUX B 3aKOHAX.



B Poccuu ke OHHM ()YHKIHOHHPYIOT M O HHX Y€ IIPOIIMCAaHO B 3aKOHE, TIe MX
pa3iesAioT Ha HECKOJNBKO BHIOB — AaHOHMMHEIE M HE aHOHUMHEBIC. PasHHIla B TOM, 9TO
aHOHMMHBIE - 3TO Te, B KOTOPBHIX pa3pellaeTcs NMPOBOJHTHL orepaiuu 0e3 HIeHTHDPHKALUH
[I0JIL30BaTENs, 4 B HCAHOHMMHBIX HJEHTHPHUKALUH ITOJH30BaTENS SBIACTCH 00S3aTENEHOM.

Taxxe ciemyer pa3nuyaTh 3JIEKTPOHHBIE ()HATHBIC NEHBIH (PaBHBI rOCYAApPCTBEHHBLIM
BaJIIOTaM) M JJIEKTPOHHBIE He(uaTHbIE JEHBTH (He PaBHBI FOCYIAPCTBEHHBIM BAIIIOTAM).

OcHOBHBIE COBETHI 110 Ge30MacHoit paboTe C 37EKTPOHHBIMU IEHbIAMH:

1. IlpuBspku x cueTy MOOUTNBHBIH TenedoH. DTo caMblif ya0OHBIN 1 OBICTPBIA cmOco6
BOCCTAHOBHTH JOCTYN K cyeTy. IlpuBasanueiil TenedoH NOMOXKET, ecnu 3abymeis
CBOM IUTATEXHBIH [TApONk WM 3aiielb Ha caliT C HE3HAKOMOT'O YCTPOICTBa;

2. Hcnonp3y#t oxnopaszoBsle nmaponu. [locie mepexonga Ha YCHJICHHYIO aBTOP H3aLMIO
Tebe yke He OyIeT yrposkaTh ONacHOCTh KPaXXM HIIM NepexBaTa IJIaTeXKHOro I1apoJis;

3. Bribepu cnoxubii napons. Ilpectynnuxam OyneT He MPOCTO YraJaTh CIIOMKHBIH
napois. Haziexxsele mapoiu — 3T0 Napoii, KOTOpBIE COAEpPXKaT He MeHee 8§ 3HaKOB H
BKJIIOYAIOT B ce0s1 CTpOYHBIE M IPONUCHBIE OYKBBI, HUPPH U HECKOJIHKO CHMBOJIOB,
TaKue Kak 3HaK Joinapa, QpyHra, BOCKIMIATeNbHbIH 3HaK U T.. Hanpumep, $tROng!;;

4. He BBOAM CBOM JMYHBIC JaHHBIE HA caliTaX, KOTOPEIM HE IOBEPSACIIb.

9ﬂe1<mp0Hsz nouma

DNEeKTPOHHAs I10YTa — 3TO TEXHOJIOTUS U IPENOCTABISIEMBIE €10 YCIYTH IO NEPECHUIKE U
NOJIY9EHHIO 3JICKTPOHHBIX COOOINEHHI, KOTOpHIE pPAacHpeleNIfiOTCS B KOMNBIOTEPHOM CeTH.
OO6B1yHO 9JIEKTPOHHEBIH [IOYTOBBIA SITHK BBITJISIAT CIEAYIOLTAM obpazom:
HUMS_TIO0NB30BaTeNIA(@UMS_JIoMeHa. Taioke KpoMe Iepelayd IpPOCTOr0 TEeKCTa, HMMeEeTCs
BO3MOXXHOCTb II€peIaBaTh (pailyibl.

OcHOBHBIE COBETHI 110 Oe30n1acHOM paboTe ¢ INMEeKTPOHHOM IOYTOM:

1. Hano BeIGpare NpaBUIIBHEIN [IOYTOBBIH cepBUC. B HHTEpHETE €CTh OTPOMHEIH BHIGOD
6ecITaTHBIX IMOYTOBBIX CEPBHCOB, OQHAKO JIyqIlle NOBEPATH TEM, KOr0 3HAeIbL U KTO
NEpBLIi B peHTHHTE;

2. He yxaspBail B muuHO# noute muuHyio uHbopMarmio. Hanpumep, mydie BBIOparh
«My3bIKaTbHBIH_(panaT@» unm «pox2013» BMecTo «Temal 3y,

3. Hcnonp3yit ABYX3TaNHyIO aBTOPU3AIMIO. DTO KO IIOMUMO IapoIIs HYXKHO BBOAUTE
KOJI, IpUCHLTaeMBbIii mo SMS;

4. Beibepu cioXHBIA maponb. Jid KaxIoro MOYTOBOTO SIUIHKA NOJDKEH OBITH CBOH
HAJIe)KHBIM, YCTOHYUBEIN K B3JIOMY 11apOJIb; ‘

5. Ecau ects BO3MOXHOCTH HallMCATh CaAMOMY CBOM JIMYHBIH BONpOC, HCIONB3YH 3Ty
BO3MOKHOCTb;

6. Hcrmonp3yH HECKONBKO IIOYTOBBIX SIIMKOB. IlepBBIf I YacTHOM NeEpernucKu c
aapecaTaMd, KOTOPBIM Thl JOBepsiellb. JTO OSJCKTPOHHBIH agpec He Haxo
UCIIOJIB30BaTh IPH perucTpaiuy Ha popymax u cairax;

7. He otkpeiBail Qailiel 1 Apyrue BIOXKECHHS B INHChMaxX Aa)Xe €CIH OHM [pPHUILIM OT
TBOMX Jpy3ei. Jly4ynie yTouHH y HUX, OTTIPaBIIsUIM M OHH Tebe 9TH (daitsr;

8. Ilocne oxoHyaHust paGOThl Ha IIOYTOBOM CEpBHUCE IEepeil 3aKPLITHEM BKJIAAKH C
caifroMm He 3a0ynp HaxaTh Ha «BbIATHY.



Kubepbynnune unu eupmyanvroe u30eeamenscmeo

KubepOymmuHr — mpeciefoBaHHE COOOINEHHSAMH, COACPXKAINHMH OCKOPOIeHus,
arpeccHio, 3amyrHBanye; XYJIUTaHCTBO; COLMHAIbHOE OOHKOTHPOBAHHE C MOMOILIBIO PA3IHYHEIX
HUHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IT0 DOpEOE ¢ KHOEPOYIUIHMHIOM:

1. He Gpocaiics B 6oit. JIyuumid cioco6: mocoBeTOBATHC Kak cebs BECTH H, €CIHM HET
TOro, K KOMY MOXXHO OOpaTHTBCs, TO BHA4aJie¢ YCIIOKOMTHCA. Ecnu Thl HavHElb
oTBEeYaTh OCKOPOJNICHHSAMH Ha OCKOpPOJICHHS, TO TOJBKO eme OOJIbIIe Pa3sOXMCKEIlh
KOH(QJIHKT;

2. VYupasnsii cBoeldl kubeppenyTaluei;

3. AHOHHUMHOCTH B ceTH MHuMas. CynlecTBYIOT cHOCOObI BBELSICHHTH, KTO CTOMT 34
AHOHUMHBIM aKKayHTOM;

4. He crout BecTH XynuraHckuit o6pa3s BupTyansHOH xu3Hu. MHTepHET dukcupyer Bce

TBOU JEHCTBUS U COXpPAHAET UX. Y aNUTh BX OyneT KpallHe 3aTpyAHUTENBEHO;

Cobironaii cBOH BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enunudHblif HeratuB. OnHOpa3oBble OCKOpOMTENBHBIE COOGIIEHUS
Jyuine urHopuposaTh. OOBIMHO arpeccus npeKpaaercs Ha HaualbHOH CTaauu;

7. Bau arpeccopa. B nporpamMmmax o6MeHa MIHOBEHHBIMH COOOIIEHHMSIMU, B COLIM ANIBHBIX
CETAX €CTh BO3MOXHOCTH OJOKMPDOBKH OTIPaBKH COOOMIEHHH C ONpeaeJIeHHBIX
aJpecos;

8. Ecmm T cBuzerens kubepOyimnra. TBou JeHCTBHS: BBICTYDHUTH  IIPOTHB
IpecnenoBarelsi, NOKa3aThb €My, YTO €ro JACHCTBHSL OLIEHUBAIOTCS HEraTHBHO,
ITOJIEPXKATh JKEPTBY, KOTOPOH HyXHa IICHXONOrM4YecKas IOMOIIb, COOOIHUTH
B3pPOCIIBIM O (haKTe arpecCHBHOTO IIOBEICHUS B CETH.
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Mobunvuviii menegon

CoBpeMeHHBIE CMapT(OHBl M IUIAHHMIETH cojepxaT B cebe BIIONHE B3POCIBIH
(GYHKIMOHAJ, M TEHeph OHH MOTYT KOHKYPHPOBAaTh CO CTAllHOHAPHBIMH KOMIIBIOTEPAMH.
OnHako, CPeACTB 3alIUThI JUISL MOJZOOHBIX YCTPOMCTB IIOKa OYeHb Mallo. TeCTHPOBAHHE M IIOHCK
YS3BHMOCTEH B HUX MPOHCXONUT HE TaK MHTEHCHBHO, kak Wit IIK, To e camoe kacaercsa u
MOGHJIBHBIX TIPUJIOKESHUI. :

CoBpemenHble MOOHIBHEIE Gpay3ephl YK€ NPAaKTHYECKU JTOIHAIH HACTONBHBIE aHAJIOTH,
OJIHaKO pacHiupeHHe (YHKLIHOHAJA BJEYET 3a coOoH OOJbIIYIO CIOXHOCTE H MEHbUIVIO
3alMUIIEHHOCTD. '

Janeko He Bce NMPOH3BOAMTENH BBHITYCKAOT OOHOBJICHHS, 3aKpPhIBAIOIIKE KPUTHYECKHE
YSI3BUMOCTH JIJISL CBOUX YCTPOHCTB.

OcHOBHEIE COBETHI U1 6€30MaCHOCTH MOOUIIBHOIO TeledoHa:

1. Huuero He siBiseTcs No-HacTosmieMy OeciulaTHBIM. Bynp OCTOpOXeH, Beab Koraa
Tebe npemaraioT OECIUIATHBIA KOHTEHT, B HEM MOLYT OBITH CKPBITBI KaKMe-TO
IINaTHBIE YCIYTH;

2. Jymaii, npexcre yeM otnpasuts SMS, ¢poTo mi Buneo. Thl TOUHO 3HAEIND, TiE OHH
OyIyT B KOHEYHOM HTOre?

3. Heo6xo0muMo 0OHOBIATH ONEPAOHHYIO CHCTEMY TBOEr0 cMapTdoHa;

4. Hcnonw3yit aHTUBHPYCHBIE IIPOTPaMMBI JUIsi MOOHIIBHBIX TeNe(OHOB,;



5. He 3arpyxaii NpuIOXeHUs OT HEM3BECTHOTO HCTOYHUKA, BEb OHH MOT'YT COACSPXKATh
BPENOHOCHOE IPOrpaMMHOE 00eCTIeYeHNE;

6. Tlocne Toro Kak THl BeIMIENIs C caiiTa, TA€ BBOJMI JUYHYIO HHQOPMAIHIO, 3aliau B

HacTpo¥iKu Gpay3epa u ynanu cookies;

[Tepuoauyecky MpoBepsii Kakue IUIATHBIE YCIYTH aKTHBUPOBAHEL Ha TBOEM HOMEpE;

Jlapaii cBoii HOMEP MOOHJIBHOTO Tee(OHa TONBKO JOAAM, KOTOPHIX Thl 3HAEWb H

KOMY JOBEpSACIIIb;
9. Bluetooth momkeH OBITH BBHIKJIIOYEH, KOrAa THl MM He mons3yembes. He 3aGrisait

HHOrJa NpoBEPATH 3TO.

o =

Online uzpol

CoBpeMeHHBIE OHJIAMH-UIPBI — 5TO KPacCOYHBIE, 3aXBATHIBAIOIIME pPa3BI€UYCHHUS,
OOBEeNMHAIONIME COTHH THICAY YEJIOBEK II0 BCceMy MHpPY. Mrpoku HCeleyioT AaHHBIH HIM Mup,
06WAaTCs APYT ¢ APYrOM, BBHIIOIHAIOT 33JaHHS, CPAXKAIOTCA ¢ MOHCTPAMM H IONYYalOT OIBIT.
3a yHOBOJNLCTBHE OHM IUIATAT: NMOKYNAXOT JMCK, OIVIAYMBAIOT abOHEMEHT WM NMpruoOpeTaroT

KaKHE-TO OITIHH.

Bce aTH cpeAcTBa MAYT Ha IIOJNIEPXXKAHME M pasBUTHE HIPHI, a TaKkKe Ha caMmy
6€30MacHOCTb: COBEPLICHCTBYIOTCS CHCTEMBl aBTOPHM3alldM, BBITYCKAlOTCA HOBHIC IIAaT4YH
(unpoBbIE 3aIUTATKY IS IPOrPaMM), 3aKPBIBAIOTCA YS3BUMOCTH CEPBEPOB.

B mompobupix Hrpax CTOHUT OnacarbCsd HE CTOJIBKO CBOHUX COIEPHHKOB, CKOJIBKO KpaXXH
TBOETO I1apOJIA, HA KOTOPOM OCHOBaHa CHCTEMA aBTOpHU3alvi OOJBLIHHCTBA HI P- '

OcCHOBHBIE COBETHI IO 0€30MaCHOCTH TBOEIO UIPOBOT0 aKKAyHTa:

1. Ecmu apyroit urpox BemeT cebs IIOXO0 HIIH CO3acT Tebe HeNPHATHOCTH, 3a0II0Kupyit
€ro B CIIHCKE HTPOKOB;

IMoxasnyiics aIMHHUCTPAaTOpaM HMIPhl Ha IJIOXO€ IIOBEJICHHE OJTOr0 MIPOKa,
MeNaTebHO MPUITOXKUTH KAaKHEe-TO JI0Ka3aTeNbCTBa B BUJIE CKPHHOB;

He yxaspiBail nuuHyro nHGpOpMaIHio B mpodaiiie Hrpsl;

YBaxkail Ipyrux y4acTHHKOB IIO HIDE;

He ycranasnuBaii HeoHLIHaIbHbIE TATYH K MOJBL;

HUcrone3yit CI0XHBIE H pa3HbIE TAPOIH;

Jaxe BO BpeMs HIpbl HE CTOUT OTKIIOYaTh aHTUBUpYC. [loxa TBI Mrpaerns, TBOMH
KOMITBIOTEP MOT'YT 3apa3HTh.
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Quuunz unu Kpaxca IUYHbIX OGHHBIX

O6BI4HOM Kpakel JeHer W JOKYMEHTOB CErOJHA YyXe HHKOr0 He YIUBHING, HO C
Pa3sBUTHEM HHTEPHET-TEXHOJOIMH 3JIOYMBIIUIEHHHKH II€PEMECTHIMCh B HHTEDHET, W
NPOAOJDKAIOT 3aHUMATHCS TFOOMMBIMY AETIOM.

Tak mossmIacks HOBas yrpos3a: HHTEPHET-MOIICHHHYECTBA WIH (HUINMHT, TNIABHAA LIENb
KOTOPOTO COCTOUT B MOJYYeHHH KOHGHACHIHANBHBIX JAHHBIX IOJb30BaTeNiedl — JIOTHHOB M
naposneii. Ha anrnuaiickoM s3pike phishing untaercs xax ¢umuHr (ot fishing — pribuas nosns,
password — maposs).

OCHOBHBIE COBETHI 110 O0pEde ¢ PUIHHIOM:

1. Cnegn 3a cBOMM akkayHToM. EciM Thl momo3peBaciib, YTO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOoOXOAMMO 3abJOKHpOBATL €€ M COOOIIMTH aJAMHHHCTPATOpaM
pecypca 00 3TOM Kak MOXHO CKOpee;



2. Hcnonp3yii OesomacHbie BeO-CaliThI, B TOM YHCJIE, HMHTEPHET-MaraxuHoOB H
MOMCKOBEIX CHCTEM;

3. Hcmoss3y#t ciiokHBIE U pa3sHBe Haponu. Takum oOpa3oM, eciy Te€0s B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKH I10JIy4aT JOCTYII TOJIBKO K OZHOMY TBOEMY IMPOQHIIIO B CETH, a HE
KO BCEM;

4. Ecnm Tebs B3noManH, TO HEOOXONMMO MpPEAYNpEeNUTh BCEX CBOHMX 3H aKOMBIX,

KOTOpEIe HoOaBNeHbl Y TeOs B APY3BsX, O TOM, YTO Te€Os B3JIOMAIH M, BO3MOXHO, OT

TBOEro MMeHH OYeT pacChUIATHCA CIIaM M CCHUTKY Ha (UIIHHIOBEIC CaHThI;

VYcranoBu HagexHsbli napons (PIN) Ha MoOunbHbL TenedoH;

OTKIIIOYH COXpaHEHHKE NMapoiist B 6paysepe;

7. He ortkpwiBaii ¢aiinel 4 Apyrue BIOXEHHS B IMCbMaX AaXE €CIM OHH NMPHILIH OT
TBOMX Jpy3eit. JIydiue yTOYHU Y HUX, OTHPaBIISI I OHU TeOe 3TH (aiibl.

AN

L{upposasn penymayus

[Hudposas penyranus - 3T0 HEraTUBHAA MM MO3UTHBHAA MHGOpPMaLUS B CETH O Tele.
Komnpomerupyromas uHdpopManys pasMelleHHas B MHTEDHETE MOXET CEepbe3HBIM OOpasoM
OTpa3sUThCA Ha TBoeH peanbHOH xM3HU. «[{udpoBas pemyTanus» - 3T0 TBOH HMHUIUK, KOTOPbIiH
¢dopMmupyercs U3 HHGOpPMALUH 0 TeOE B HHTEPHETE.

TBoe MecTo XUTENBCTBA, y4eObl, TBOE (PUHAHCOBOE MOJIOXKEHUE, OCOOEHHOCTH Xapakrepa
H pacckasbl 0 OJIM3KUX — BCE 9TO HAKaIUIMBACTCS B CETH.

MHorue moApOCTKH JIETKOMBICTICHHO OTHOCSATCS K IyOJIMKAIMy NHYHOU MHPOpManum B
WntepHeTe, HE MOHUMAs BO3MOXHBIX IOCHEACTBHM. Thl JaKe HE CMOXEINb J0TaJaThCs O TOM,
yTo poTorpadus, pasMeleHHas 5 JIeT Hasajl, CTajla IPUYUHON OTKa3a PUHATH Tebs Ha paboTy.

KommenTapun, pasmemienme TBoux ¢ororpaduii m apyrue neificTBHS MOTYT He
HCUYE3HYTh JaXe IIOCIe TOro, Kak Thl MX yXanuiue. TH He 3Haelllb, KTO COXPAHUI 3Ty
HH(OPMAIIHIO, [TONaJia JIH OHAa B TIOMCKOBBIE CHCTEMbBI H COXPAHHJIACH JIH OHA, a IIABHOE: YTO
noAyMaioT o Tebe OKpy’Karomiee JIOIU, KOTOphle HaliAyT M yBHIAT 3To. Haitti mHbopManmio
MHOTO JIET CIIyCTH CMOXET JI0O0OH — kak M3 RoOphIX NOOYXKIEHMH, TaKk H C HAMEpEeHHEM
HPUYHHHUTE BPEX. ITO MOXET OBITh KTO YTOMHO.

OcCHOBHEIE COBETSHI 110 3amuTe NUGPOBOH pemyTanun:
1. TlomyMaii, mpexkae 4eM YTO-TO IyONMKOBAaTh M NepenaBath y cebs B OJiore HiM B

COLIMAJILHOH CeTH;
2. B Hacrpoitkax mpo¢uis ycTaHOBH OTpaHHUYCHHS HAa HPOCMOTP TBOETO NPOQHIISL H €r0

COJIEP)KUMOTO, CAENAl €ro TOJILKO «AJIS Apy3eiy;
3. He pa3smemaii 1 He ykaspiBail mHGOPMALIHIO, KOTOPask MOXET KOTo-JIM60 OCKOpOIATE

UM o0MKaTh.
Aemopckoe npago

CoBpeMeHHBIE IIKOJBHHKH— AaKTHBHBIE IOJNB30BaTeNd NU(QPOBOro IPOCTPAHCTERA.
OnHako JaleKko He BCe 3HAIOT, YTO IOJIb30BAHHE MHOTHMH BO3MOXHOCTSAMH LUH(POBOro Mupa
TpebyeT cOONMIONSHUS TPaB Ha HHTEIUIEKTYalbHYIO COGCTBEHHOCTE.

TepMuH «HHTENNEKTyalbHass COOCTBEHHOCTH» OTHOCHTCS K pasJIHYHBIM TBOPEHHUSAM
YeJI0BEYECKOro yMa, HauHWHasi C HOBBIX M300peTeHH# 1 3HaKoB, 0003HAYAIOMUX COOCTBEHHOCTE
Ha TIPOLYKTBl M YCIYyrd , M 3aKaH4MBass KHUramH, (ororpadusmy, KUHOPHUIBMAMH H
My3BIKaIbHBIMH NPOU3BEACHUAMH.



ABTOpCKHE IIpaBa — 3TO MpaBa Ha HHTEJUIEKTYAIbHYIO COOCTBEHHOCTh HA IPOH3BEICHUS
HAyKH, JIUTEPaTypbl H HCKYyCCTBA. ABTOPCKHE IIpaBa BBICTYIAIOT B KAYECTBE rapaHTHH TOrO, YTO
MHTEJUIEKTYa bHBIA/TBOPUECKHUH TPy aBTOpa He OyZeT HaIpacHBIM, AacT €My CIpPaB-eJIMBHIE
BO3MOJXKHOCTH 3apaboTaTh Ha pe3yiibTarax CBOEro TpyJa, NOJIYYHUTh U3BECTHOCTh U IMPM3HAHUE.
HuxTo 6e3 pasperieHust aBTopa HE MOXET BOCIIPOU3BOAUTE €I0 MPOU3BE/ICHUE, PACTIPOCTPAHSITD,
myOJMYHO JEeMOHCTPHPOBATh, IPOJABATH, MMIOPTHPOBATh, IyCKAaTh B IIPOKAT, ILYOIUYHO
HCIIOJIHATH, IOKA3bIBATh/HUCIIOJIHATE B 3(pupe Wiu pazmernars B IHTepHeTe.

Hcronp30BaHme «IIHPATCKOrO» IIPOrPaMMHOTO 06eCTIeYeH sI MOXKET IIPUBECTH K& MHOTHM
pUCKaM: OT IOTEpH JaHHBIX K TBOMM aKKayHTaM N0 OJIOKMPOBKH TBOEro YCTpPOWCTBa, rje
YCTaHOBJICHHBIM He JierajibHas Inporpamma. He crouT Ttaike 3a0bpIBaTh, YTO CYINIECTBYET
JieraJibHbIe 1 OeCIUIaTHRIE IPOTPaMMBbl, KOTOPBIE MOYKHO HAlTH B CETH.

O nopmane

CereBnuok.pp — TBOH IVIaBHBIH COBETUYHMK B CETH. 3AECh THl MOXEIIb Y3HATH O
0€30IMacHOCTH B CETH IOHATHBIM M JOCTYIIHBIM SI3BIKOM, @ NPHU BO3HUKHOBEHHH KPUTHYECKOMN
CHTyalH OOpaTHUTHCS 32 COBETOM. A TakXe IPUHATH YJaCTHE B KOHKYpPCaX H CTaTh CaMbIM
UM (POBBIM rpaXKIaHUHOM!



